drugs while traveling, switch insurers as they change jobs (or lose them), see different specialists, and generally vary the parameters of their care. And the health data system does a poor job accounting for this fragmentation of care, resulting in fragmented data.
Fragmented data create risks to patients and to the system as a whole. At the patient level, fragmentation creates risks in care, where information necessary for effective care is either not available or incorrect. Fragmentation also creates risks for patient privacy, as a result of the needs to haphazardly share data across different health actors. At the systemic level, data fragmentation hinders efforts to make the system more efficient as a whole, because putative optimizers only see a fragment of the picture. It also slows innovation in health, especially big-data driven modern initiatives that rely on large, high-quality datasets for their power and accuracy.
Efforts to combat data fragmentation would benefit by considering the idea of health data infrastructure. Most obviously, that would be infrastructure for health data-that is, infrastructure on which health data can be stored and transmitted. But it should also be an infrastructure of health data-that is, a platform of shared data on which to base further efforts to increase the efficiency or quality of care.
This essay proceeds in three Parts. Part I describes the landscape of health data today, including potential benefits of the collection of health data and the reasons for fragmentation which limits those benefits. Part II describes the risks of a fragmented health data system. Part III sketches the basics of how an infrastructure vision for and of health data might look.
I. HEALTH DATA TODAY
The health system generates a blizzard of data at an increasing rate. From the paper records of prior practice, providers have largely moved to use electronic health records (also called electronic medical records). 1 New forms of data are proliferating to fill those records, including the reports of traditional medical encounters, high-volume diagnostic tests such as genetic sequencing and analysis, prescription records, and others. 2 1 The move to electronic health records was not accidental. A substantial sum was made available for providers to shift to electronic records HITECH Act, passed as part of the American Recovery and Reinvestment Act of 2009 
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A. Potential Benefits
These data are collected for a reason; they are supposed to create substantial benefits for patients, providers, and for the health system as a whole. Ideally, they should lead to improved care for individual patients as integrated medical records prevent easily avoidable medical error and allow a broader picture of the patient's overall health. 3 They should enable more efficient care by reducing the costs of coordination, should decrease costs, and should even enable more effective and efficient billing by insurers. On a slightly more systemic level, many health care reforms rely on the ability to measure care precisely-for instance, to observe whether patients are treated according to approved procedures or are readmitted to hospitals too frequently. 4 Health data enable the imposition of sanctions or the provision of incentives to try to shape health care in productive ways. 5 Data are also supposed to enable us to draw more nuanced and useful information from the health system. Insurers and others have used information about actual patient experience in the health system to demonstrate that certain drugs are less safe than expected, 6 that some treatments may be more cost-effective at providing the same benefit, 7 that some patients gain more benefit from a particular treatment than others, 8 or that a drug should be moved from prescription-only to over-the-counter status. 9 Recently, FDA has even gained the statutory authority to use this type of real-world evidence to approve new indications for drugs. 10 More broadly, health data can potentially lead to advances in precision medicine. Precision medicine, the scientific tailoring of medical treatment to reflect individual patient variation, requires knowing how different patients respond to different forms of treatment. 11 Some of this knowledge can be generated by classical hypothesis-driven scientific and clinical studies, but other advances, including those relying on machine-learning and other forms of datamining, rely on large sets of existing health data. 12 Overall, health data offer substantial promise for improving health care, both in terms of near-term patient-specific benefits and in terms of later innovations to improve the health system. Unfortunately, these benefits have been slow to materialize. At least in part, this slowness has resulted from the fragmentation of health data. 13
B. Fragmentation
Why are health data today so fragmented? There are at least three linked reasons. First, and most obviously, care itself is fragmented. Second, and related, competition between entities in the health system reduces incentives to connect and link data. Third and finally, legal barriers to information sharing, especially the Health Insurance Portability and Accountability Act, make it hard to link data.
Fragmented care
The key underlying cause of health data fragmentation is that health care is itself fragmented, and with it the generation and storage of health data. 14 N. ENGL. J. MED. 2473 (2015). 11 13 The fragmentation of health data is certainly not the only cause for the delay in realizing benefits of health data innovation. Some actors lack the right incentives to actively move toward the highest-quality, most efficient care. See, e.g., Eisenberg & Price, supra note 2, at __ (discussing the problematic incentives for health insurers and for drug manufacturers); David Orentlicher, Paying Physicians More to Do Less: Financial Incentives to Limit Care, 30 UNIV. RICHMOND L. REV. 155 (1996) (discussing the incentives of doctors to provide more care than necessary). Technological hurdles also play a role. See Eisenberg & Price, supra note 2, at § I.D. And even once innovative information is generated, getting health care providers to implement the new knowledge can be challenging. Id 
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Patients see different doctors at different times, visit different drugstores, change insurers, and in other ways participate in an inherently fragmented health system. 15 Correspondingly, hospitals, doctors, insurers, and pharmacies all keep their own records. These records are generated for different purposes and may use different terms or code different information. 16 For instance, insurance claims records are principally generated for the purpose of payment; accordingly, they lack some forms of care data and may potentially be skewed. 17 The relevant information about patient care is thus spread among different actors in the health care system, in different forms. Health data are not only generated in the course of health care. Research companies like 23andMe collect substantial health information 18 but are not involved in care, and keep their data separate-potentially to be used for later commercial research. Non-care entities, like Fitbit (whose activity trackers monitor physical activity), 19 Apple (which aims to create a personal digital hub of health information), 20 or others, also generate health data-but they are, of course, largely separate from the system of health and hold different data in different places as well. Overall, different entities both within and outside the health care system generate data separately, which are then held in different siloes. This might not be so problematic if communication and data-sharing between the siloes were easy and seamless. Unfortunately, it isn't.
Data competition
Even for parallel entities, like multiple doctors that a patient may see, competition also keeps data fragmented. Theoretically, among care providers, competition should be irrelevant; the duty of care to patients should preclude competitive hoarding of data or refusal to share data. But no such pressure exists for the providers of diagnostic tests, for instance, or among others that 15 collect health or health-related data. 21 In addition to competition between those who generate data, there is competition between the vendors who provide ways of generating and managing data. The electronic health record market is itself fragmented, with hundreds of vendors. 22 This itself could lead organically to fragmentation through interoperability, as different vendors develop and sell different systems that might happen not to work with each other. However, there is evidence that electronic health record vendors do more, deliberately designing systems that are mutually incompatible to lock customers in and prevent easy migration between systems. 23 This lack of interoperability obviously hinders consolidation of data, transfers between providers as patients move, and the integration of care.
Legal barriers
A third barrier to integrating health data comes from legal barriers to datasharing, especially the Health Insurance Portability and Accountability Act, commonly known as HIPAA. 24 HIPAA places limits on how personally identifiable health data may be used and disclosed. 25 In general, all uses and disclosures of such information by covered entities-providers, insurers, and health data clearinghouses 26 -are prohibited unless specifically permitted. To 21 Perhaps the most well-documented such proprietary data silo is that held by Myriad Genetics, which amassed a dataset of information about women tested for mutations in the breast-cancer-related BRCA1 and BRCA2 genes while it held patents on those genes. See be sure, some permissions are quite broad, such as the use or disclosure of information for the purpose of "health care operations." Theoretically, this should make it easy to share information related to patient care. But HIPAA still creates substantial informal barriers; providers and insurers are notorious for refusing to share information with the blanket invocation of HIPAA, including for uses expressly permitted. 27 HIPAA creates more substantial and formal barriers to sharing information for secondary research purposes. Research is expressly not a permitted purpose for use or disclosure of protected health information. 28 As a result, secondary research often involves health information that has been de-identified, which takes it out of HIPAA's ambit. 29 However, as I have discussed elsewhere, de-identification can increase the fragmentation of health data, because reassembling data about a patient from different sources becomes substantially more difficult-deliberately so-without identifying information. 30 Finally, HIPAA creates barriers between different types of entities that assemble or create health data. HIPAA governs only "covered entities" that are directly involved in the health system. But increasingly, relevant health information is held by entities outside the that system, such as 23andMe, Fitbit, Apple, or others. None of these entities, or the data they hold, are directly governed by HIPAA. 31 Setting aside concerns this raises about fragmented governance of health data, 32 it also helps encourage fragmentation through disparate treatment of different entities with different forms of health data.
Notably, there have also been governmental efforts to encourage are governed, though by contract rather than directly under HIPAA's Privacy Rule. 45 C.F.R. § 152(a)(3). 27 For examples of refusals to share information, see, e.g., Paula Span, Hipaa's Use as Code of Silence Often Misinterprets the Law, N.Y. TIMES (July 17, 2015), http:// www.nytimes.com/ 2015/07/21/health/hipaas-use-as-code-of-silence-often-misinterprets-the-law.html?_r=0. 28 21 C.F.R. § 164.501. Notably, an initial version of the 21 st Century CURES Act included a provision adding research as a permissible purpose for use or, directing the Secretary of Health and Human Services to "revise or clarify" the Privacy Rule so that research "including studies whose purpose is to obtain generalizable knowledge" is included as part of the exception for health care operations. See H.R. 6 (2015), 114th Congress, § 1124, available at https://www.congress.gov/114/bills/hr6/BILLS-114hr6ih.xml). As passed, the legislation calls instead for the study of such an amendment to the Privacy Rule. Pub. L. No. 114-255 (2016), § 2063. 29 HIPAA governs only personally identifiable health information; a safe harbor exempts any information from which 17 pieces of identifying information have been removed. 30 interoperability between different health data systems. The Office of the National Coordinator has set out a goal of electronic health record interoperability by 2021 to 2024. 33 And, of course, the push toward electronic health records was itself a federal initiative. 34 Other private systems have been created with the goal of collecting data across providers with the goal of ensuring continuous care and easing the processing of claims; however, these efforts have met with real challenges. 35 Overall, health data in the US health care system remain highly fragmented among different entities, working with different and often mutually incompatible health records systems.
II. RISKS OF THE CURRENT SYSTEM
The risks from a fragmented health data system are substantial. These risks come in two main buckets: primary risks, which is to say risks to patients seeking care in the health system; and secondary risks, which is to say risks that arise when health data are repurposed and used to innovate or improve the system. The primary risks from a fragmented system of health data include, among others, problems in patient care and privacy risks to patient information.
The risks that arise in patient care mirror the potential benefits of electronic health records. If doctors are used to patient information being present in files-to indicate, for example, the presence of an allergy or a drug with potential negative interactions-doctors may be less likely to seek out or independently confirm that information in the absence of an EHR record. This works fine if the information is actually present, but decreases the likelihood of catch an error when the information is missing due to 33 Similarly, to the extent that failures of interoperability and mistakes from assembling fragmented data introduce active errors in the system, this creates the chance for medical errors which can result in real harm to the patient. If, for instance, a medical administrator receives the records from a previous physician by fax and then adds them by hand to a patient's current record, he might accidentally introduce errors that can compromise future care. 36 Lastly, when health data aren't meaningfully collected, we lose the opportunity to experience better, data-driven care than what we now receive. This isn't a classic "risk," but it does result in costs to patients measured in benefits foregone. To take a simple example, suppose that, as part of a research study, a young woman has her genome sequenced; 37 further suppose that, although this woman not in a high-risk demographic group, she is in fact positive for an allele of the BRCA1 gene that substantially increases her risk of breast cancer. The researcher may not provide her with this information, 38 and there is a substantial likelihood that her genome sequence may be totally separate from her medical records used for primary care. Thus, the patient may not be more rigorously screened for breast cancer, as she would be if had been identified (by that doctor or another involved in her direct care) as a woman with a deleterious BRCA1 allele. In one sense, no new risk has been introduced-but in another, an opportunity for improved care has been missed.
The currently fragmented health data system also creates risks to patient privacy. Patient health data are considered by many to be especially sensitive, meaning that disclosure of such information is an especially substantial privacy concern. 39 Different actors in the system store information in different ways, leading both to less-secure implementations (in, for instance, the office of the solo practitioner that needs to duplicate and keep unnecessary information because it is not available from labs, insurers or specialists directly), and to potential vulnerabilities during information-sharing, when that occurs. Perhaps more importantly, the clunkiness of the system leads to workarounds and kludges that pose inherent security risks. For instance, problems with interoperability (and potentially with HIPAA) may be related to the otherwisebaffling persistence of faxed requests for information between different providers. Hand-answered, unvalidated, and difficult-to-audit fax requests suffer by comparison with high-security, auditable electronic data transfers, but remain the transfer mechanism of choice for some. 40 The secondary risks from fragmented data come from efforts to use those data for future innovation. 41 Such efforts include the FDA's Sentinel initiative to monitor drug usage for safety risks, 42 observational studies to drive care (which can potentially be used to approve new drug indications under the 21 st Century Cures Act 43 ), machine-learning efforts to suss out new biological relationships, 44 and implementations of a learning health-care system generally. 45 All of these require that data be high-quality and function much better without substantial gaps in data from different sources or time periods. Fragmentation and errors in health data hinder these efforts. If they don't happen, that is one cost-the foregone benefit of innovation lost. But other risks materialize when innovation relies on incomplete or faulty data. To the extent that new care innovations are based on bad data, they may incorporate errors, biases, or other problems. 46 A fundamental datamining principle is "garbage in, garbage out;" when health care fragmentation creates inaccuracies in data later used in innovation, that innovation suffers, and so may future patients.
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III. BENEFITS OF RESILIENT HEALTH DATA INFRASTRUCTURE
The risks of fragmented and insecure health data may be at least partially addressed by considering the system in terms of infrastructure-both for health data, and of health data.
First, the continued fragmentation of health data suggests that the current system is unsustainable. Each actor is responsible for generating, collecting, and storing the data for its own interactions with patients in the health system, and this has led to the substantial risks described above. Given the potential benefits of integrated patient data, effort must be expended at a systemic level to create infrastructure for the sharing, integration, and storage of patient data. This effort need not take any specific form, but the idea of infrastructure for health data, and the risks of fragmented health data, suggest some features of the desired state.
An infrastructure for health data could follow different models of varying centralization. It could exist as a fully centralized health database, where each patient has a single integrated patient record to which different care providers or other entities add data. Alternately, health data could reside in decentralized repositories, much like the current system, but with increased connectivity between the repositories and more rigorous standards that let data be meaningfully transferred between and collated across repositories. 47 This model is closest to the current system-but that closeness demonstrates potential problems, since even with federal initiatives to drive interoperability, fragmentation persists. 48 A fully decentralized system might have individual patients maintain their own data, such as on a personal medical card that includes the entire patient record. 49 Such a system would similarly rely on meaningful standards to ensure transportability and access of patient data by different actors in the health care system. Any of these systems might potentially work as infrastructure for health data, to help enable care. However, a centralized system carries a substantial benefit when considering health data as infrastructure for later health innovation. 50 Decentralized data are fragmented along different dimensionnot necessarily among different providers and actors in the health system, but between different patients. However, many benefits of health data rely on aggregating data from many patients, including precision medicine, quality metrics, and efficiency measures. The risks for health innovation described above include the problems of biases from incomplete data and the risk of innovation being absent altogether. Centralized health data ameliorate these risks by creating comprehensive datasets for future analysis.
Infrastructure goods are typically undersupplied. 51 Infrastructure resources are nonrivalrous inputs into a wide range of output services and goods, with social demand "driven primarily by downstream productive activity," 52 and substantial spillover benefits. 53 Accordingly, we expect private actors to invest at suboptimal levels in infrastructure spending, suggesting a need for some form of central investment. 54 The federal government is an obvious choice, and indeed the federal government already operates substantial examples of health data infrastructure. 55 These include the multi-site-but-connected Sentinel Project (wherein FDA collects safety information on drugs in use), 56 the Medicare and Medicaid systems, the Veterans Administration, 57 andspecifically focused on forward-looking health research-the Precision Medicine Initiative, aiming to collect comprehensive data on at least one million Americans. 58 An alternate model could rely on public-private partnerships, joining a central government authority with nonprofit actors. 59 However, there is no fundamental requirement that the infrastructure provider be governmental or nonprofit; a for-profit entity can provide public infrastructure given appropriate incentives. 60 Centralization has complex effects on potential privacy risks. On the one hand, centralization creates a broader picture of an individual's healthindeed, that's the point-but that makes it easier to derive more information about an already-identified individual, and also potentially makes it easier to identify a de-identified individual from a larger collection of data. 61 A centralized system is also a more attractive target for attacks. On the other hand, centralization, or just a coherent infrastructure, allows some privacyenhancing technologies to be deployed, such as one-way hashing, datasetdocking, or simply scaled security given the possible concentration of resources at a single location.
CONCLUSION
The health system relies on data, but collects and maintains those data in a haphazard, fragmented, and insecure way that creates real risks for patients and for the system as a whole. Given market incentives driving competition among different data systems and health actors, health data seem likely to remain fragmented without broader systemic action.
Conceiving of infrastructure both for and of health data suggests that standardized, centralized collection and maintenance of health data may create goods at both the individual and systemic level. If we are to realize the goal of data-informed patient care and data-driven development of future medical technology, an infrastructure for health data provides a substantial step in the right direction. 61 For instance, there may be many people in a particular health system that fit two or three given characteristics; many fewer fit twenty or thirty, and two or three hundred would be much more likely to apply only to a single individual. Cf. Orin S. Kerr, The Mosaic Theory of the Fourth Amendment, 111 MICH. L. REV. 311 (2012) (noting in the Fourth Amendment context that collections of otherwise non-individualized characteristics can identify an individual).
